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Privacy and Records 
Challenges to be addressed 

 Federal Agencies (DoD, DHS, etc.) are using 

social networking sites to better connect with 

the public. 

What on these sites now becomes information 

owned by the government? 

  How do these sites fit into the policies of the 

Freedom of Information Act, the Paperwork 

Reductions Act, and the Privacy Act? 

 



Policies and Procedures 
Government agencies, such as the National Archives and 

Records Administration (NARA), DHS, the General 

Services Administration, and the Office of Management 

and Budget have each issued guidelines. 

 NARA on what constitutes an “official record” 

 DHS on the use of social media to promote the President’s 

Transparency and Open Government Initiative 

 GSA on terms of service agreements with social 

networking providers 

 OMB on how the PRA and Privacy Acts apply to information 

on government use of third party web  

    sites and applications. 



DoD Policies 
Agencies and Departments setting foundational  

Social Media policy to establish governance processes and risk 
thresholds 

 

 

 



The Dark Side of Social 
Networks 

http://www.betanews.com/article/Personal-data-of-170-million-Facebook-users-

exposed-collected-and-shared-without-any-hacking/1280439164 



The Dark Side of Social 
Networks  

Did you know?  
 A U.S. Government official on sensitive travel to Iraq created a security risk 

for himself and others by Tweeting his location and activities every few 
hours.  

 A Family on vacation kept friends up-to-date via online profiles; their home 
was burglarized while they were away.  

 New computer viruses and Trojans that successfully target information on 
social networking sites are on the rise.  

 Information on social networking sites has led to people losing job offers, 
getting fired and even being arrested.  

 Social networking sites have become a haven for identity thieves and con 
artists trying to use your information against you.  

 Several kidnapping, rape and murder cases were linked to social networking 
sites where the victims first connected with their attackers.  

 According to the Al Qaeda Handbook, terrorists search online for data about 
“Government personnel and all matters related to them (residence, work 
place, times of leaving and returning, children and places visited.)”  

 
Source: Interagency OPSEC Support Staff 



Personal Risks 

 “Facebook fired” 

 Venting about co-workers/boss 

 HR considerations 

 Company reputation 

 Whether good or bad, needs to left to the 
“professionals” (Public Affairs) 

 Social Engineering 

 Financial Officers 

 Government Employees 

 Geotagging 

 Location based Social Networking 

 

 



Privacy Settings 
 Understanding what you can and 

cannot post on social media platforms 
goes a long way in protecting yourself 
online, but more can be done by 
adjusting your privacy settings on 
social media sites.  

 Facebook’s default privacy settings are 
often public, but Facebook provides 
various setting options that help 
Facebook users adjust privacy settings.  

 Twitter allows users to keep their 
Tweets private and Flickr gives users 
the option of keeping photos private. 
The settings are easily accessible, the 
trick is setting them to meet your 
privacy needs. Similar privacy settings 
can be found on other social media 
sites like Myspace and LinkedIn.  

Facebook 

 

 

 

 

 
 

 

Twitter 



Facebook Privacy Settings 

Click on “account” 

Click on “privacy settings” 

Under “Things I share” disable “People here 

and now after I check in” by un-checking the 

box. 

Also under “Things I share” change the 

“Places I check into” to “only me” by 

customizing the setting. 



As you can see, there are many other things you can 

customize to protect your information 



Even more options to customize to protect your 

information. 



Geotagging Safety  
 

 

 Geotagging is the process of 
adding geographical 
identification to photographs, 
video, websites and SMS 
messages. It is the equivalent 
of adding a 10-digit grid 
coordinate to everything you 
post on the internet.  

 Geotags are automatically 
embedded in some pictures 
taken with smartphones. Many 
people are unaware of the fact 
that the photos they take with 
their smartphones and load to 
the Internet have been 
geotagged.  

 Photos posted to photo sharing 
sites like Flickr and Picasa can 
also be tagged with location, 
but it is not an automatic 
function.  
 



Geotagging Safety  
 Location-based social networking is quickly growing 

in popularity. A variety of applications are capitalizing 

on users’ desire to broadcast their geographic 

location.  

 The increased popularity of these applications is 

changing the way we as a digital culture view security 

and privacy on an individual level.  



Personal Mitigation Efforts 

 Be careful what you post on your social 
networking sites 

 Refer all inquiries about your company to the 
appropriate office (public affairs, legal, HR) 

 Keep your personal information secure. Check 
security settings on social networking sites 
regularly to be sure they are still in effect. 

 Check your devices to be sure that if you do not 
want people to know your every move, you are 
not inadvertently broadcasting that information. 

 



Technical Threats 
Malware 

 According to the managing director for RSA “the leading 
infection method (for malware) are drive-by downloads, 
which hijack legitimate web sites and route visitors to 
infected servers”.  

Spam 

 This method can also be used to direct users to infected 
servers through social networking sites. 

Phishing/Spear Phishing 

 Attempts to get personally identifiable information (PII) in 
order to get access to computers, bank accounts and 
credit card information.  



Technical Mitigation Efforts 

Keep software/virus patches up to date 

Have strong auditing policies in place 

Have strong password policies in place 

Use authentication software to protect 

identity from “spoofing” 

Report suspicious emails or contacts to 

security 

 



Cyber-Crime 

Phishing efforts are more likely to succeed if 

there are large numbers of potential victims. 

Criminals use “trust” built into social 

networking sites to lead victims to malicious 

web sites and servers. 



Data Collection and Uses 

 Social media platforms collect information that 
includes typical profile information, hobbies, 
interests, network address purposes other than 
enhancing the user experience. 

 This collected information can be used for 
purposes other than what was intended or 
expected by the user of the social media platform. 

 Third parties can create a digital dossier of 
personal data that can be used by an adversary to 
embarrass, blackmail or damage the image of a 
profile holder. 



Cyber-Crime Mitigation 
Efforts 

Social networking companies are working with 

law enforcement to detect and prosecute 

criminals. 

 Educating users on site security policies 

 Introducing software that can track and stop 

attacks on social networking sites 

 Legal challenges to be overcome include 

jurisdictional considerations and legal definitions 

of privacy. 



Cyber-Espionage 
Social Engineering through malicious emails 

remains the #1 method of operation. 

 Sites like LinkedIn give attackers additional 

means to find out more about a person’s 

business relationships 

Looking for new exploitation methods through 

compromising home systems and social 

networking sites of DoD and cleared 

contractors. 



Social Engineering Attacks 

Signs of a Social Engineering attack 

 Refusal to give contact information 

 Rushing 

 Name-dropping 

 Intimidation 

 Spelling errors, wrong name, odd questions 

 Request for forbidden information 



Data Leakage 

Users of social media have the ability to post 

and share proprietary, sensitive or classified 

corporate information. Social media sites 

are susceptible to profile infiltration where 

someone can gain access to a profile and 

extract information. 



Impact to Defense Industry 
 Stolen unclassified DoD/U.S. Government data 

aids adversary: 

 Strategically, operational, tactically 

 More compromised accounts leads to a stronger 
adversary foothold in network 

 Advance their research and development 
programs 

 Potential loss of confidence in data 

 Loss of availability of data and network 
connectivity 

 Cost of remediation 



Summary: Using Social 
Networks in the Office 

 Consider restricting access to these sites or limit 
access to only certain sites. 

 Establish policies for creating, maintaining and 
destroying social media accounts 

 Establish “Acceptable Use Policies” about how and 
when to use social networks 

 Establish policies for content management 

 Prepare for risks of allowing the use of social 
networks 

 Legal issues may require a disclaimer for use by 
employees as well as attention to laws regarding data 
retention and transactional auditing 

 



Summary: Using Social 
Networks for Families 

Security items to consider  

 Take a close look at all privacy settings. Set security options to 
allow visibility to “friends only.”  

 Do not reveal sensitive information about yourself such as 
schedules and event locations.  

 Ask, “What could the wrong person do with this information?” 
and “Could it compromise the safety of myself or my family?”  

 Geotagging is a feature that reveals your location to other 
people within your network. Consider turning off the GPS 
function of your smartphone.  

 Closely review photos before they go online. Make sure they do 
not give away sensitive information which could be dangerous 
if released.  

 Make sure to talk to family about operations security and what 
can and cannot be posted.  

 Videos can go viral quickly, make sure they don’t give away 
sensitive information.  

 



Summary: Using Social 
Networks for Families 

Social media concerns for children 

 What is the best way to protect your kids online? 
Talk to them. Research suggests that when 
children want important information, most rely 
on their parents.  

 The important thing is to start the education 
early. Talk to your children about online risks and 
make sure you create an honest and open 
environment.  

 Some social media sites like Facebook, provide 
family safety resources and tools for reporting 
issues. 

 



 
Summary: Countermeasures  
These tips will help you protect critical information while using 

social media  

 
 

 

 Follow computer security 
guidelines: Adversaries prefer to 
go after easy targets. Keep your 
computer security up-to-date and 
make yourself a hard target.  

 Never login from risky locations: 
Public social networking sites 
generally do not have secure login 
available. If you login from a hotel, 
cyber-café or an airport hotspot, 
particularly ones in foreign 
countries, your name and 
password can be captured at any 
time.  

 Modify your search profile: Do a 
search for yourself and if too 
much data comes up, you should 
consider adjusting your settings.  

 

 

 

 Keep your password secure: Use 
different, strong passwords for 
each online account. Never give 
your password away.  

 Don’t depend on the social media 
site for confidentiality: Even social 
media sites that aren’t open and 
public by design can become so 
due to hacking, security errors 
and poor data management 
practices. In some cases, the site 
terms of service explicitly claim 
ownership of all your posted 
content.  

 Treat links and files carefully: 
Social engineers and hackers 
post links in comments and try to 
trick you into downloading an 
“update,” “security patch” or 
“game.” 

 



Summary: Countermeasures  
These tips will help you protect critical information while using 

social media  
 

 

 Don’t trust add-ons: Plugins, 
games and applications are 
often written by other users, 
not the social media sites 
themselves. The authors can 
easily gain access to your 
data once you install them.  

 Don’t post critical 
information: If you don’t want 
it public, don’t post it. Search 
engines make it easy for 
adversaries to find what 
they’re interested in. Once 
information is online, it’s 
there forever.  

 

 

 

 Review your friends profiles: 
The photos or information 
they post about you may be a 
problem.  

 Control “friend” access: Verify 
a “friend” request by phone 
or other means before 
allowing access. Group 
“friends” (e.g., real life, co-
workers, strangers, etc.) and 
control access permissions 
based on the groups. 

 



Questions? 

  

 

 Dela Williams  

 Facility Security Officer       

 dela.williams@ucf.edu  

 407.882.1123 
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